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1. OBIIASI XAPAKTEPUCTHUKA PABOYEM ITPOT'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MO YJIA

1.1. O6saacTh NnpMeHeHNns1 padoyeil MporpaMMbl

Pabouas nporpamma npodeccuoHaasHOro MoayIIsl pa3paboTaHa ¢ 1ebi0 GOpMUPOBAHUS AOMOJIHU-
TENBHBIX KOMIETCHIIMH, YMEHUH WM 3HAHWUN, HEOOXOAMMBIX IS OOECTICUeHUs JIydileld MOITOTOBKH
BBIITYCKHUKOB ¥ BO3MOKHOCTH TPOJOJDKEHUS HMMHU 00pa3oBaHHUS, B paMKax BapUaTUBHOM YacTH
MPOTrpaMMBbl T10/I- TOTOBKH CIEIIMAJIMCTOB cpenHero 3BeHa no crenuanbHocTH 10.02.05 «Obecnieuenue
MH(pOPMaMOHHON 0E€30MacCHOCTH aBTOMATHU3UPOBAHHBIX CHCTeM», ¢ ydetoM TpeboBanuii ®I'OC (yTs.
npukazoM MunucrepcrBa oopazoBanus u Hayku Poccuiickoit @enepanuu ot 09.12.2016 Ne 1553).

1.2. Heab ¥ muianupyemMbie pe3yJibTaTbl 0CBOCHHUS NMPO(eCcCHOHATBHOT0 MOIYJIsI

B PE3YyJIbTAaTC HU3YUCHHA HpO(l)eCCI/IOHaJ'IBHOFO MOAYJIA CTYACHT OOJIKECH OCBOUTH OCHOBHOH BU

ACATCIIbHOCTH

((3aH_H/ITa I/IH(bOpMaI_[I/II/I B aBTOMATU3HWPOBAHHBIX CHUCTEMAX MPOrpaMMHBIMHU U

IPOrpaMMHO- anmapaTHBIMU CPEJACTBAMI» U COOTBETCTBYIOIUE €My MPOPECCHOHAIbLHBIC KOMITETCHITUH,
0011MEe KOMITETCHLIUH.

1.2.1 Tlepeuenb oOMUX KOMIETEHIIUN

Kon HaumeHnoBaHue 001X KOMIeTeHIHIT

OK 1 Bribupath criocoObl penieHus 3a1a4 npohecCUOHAIbHON AEATENbHOCTH, IPUMEHUTEIIBHO
K Pa3JIYHBIM KOHTEKCTaM.

OK 2 Ocy1iecTBIATh MOUCK, aHAJTU3 U UHTEPIIPETAUI0 HHPOPMALUU, HEOOXOAUMOM ISt
BBINOJIHEHUS 33/1a4 IPO(ECCUOHATIbHON AEATEIbHOCTH.

OK 3 [InanupoBaTh U pealn30BbIBaTh COOCTBEHHOE MPO(ECCHOHAIBHOE U JIUYHOCTHOE
pa3BUTHE.

OK 4 PaboTath B KOJJIEKTHBE M KOMaH/I€e, 3 (HEeKTUBHO B3aUMOIEHCTBOBATh C KOJUIETaMH,
PYKOBOJICTBOM, KJINEHTAMH.

OK 5 Ocy1iecTBIATh YCTHYIO U NMHCbMEHHYI0 KOMMYHHUKAIMIO Ha TOCYJapCTBEHHOM SI3BIKE C
Y4E€TOM 0COOEHHOCTEN COLIMATIBLHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 6 [TposBIATE Tpa’kAaHCKO-NATPUOTUYECKYIO MO3UIIUI0, IEMOHCTPUPOBATh OCO3HAHHOE T10-
BE€JICHHE Ha OCHOBE TPAJAMIIMOHHBIX 00I€4YeI0BEYECKUX LIEHHOCTEH.

OK 7 COVJ:[efICTBOBaTb COXPaHCHHUIO OKpYy Karollel cpelipl, pecypcocOepekeHunto, 3pPeKTUBHO
JIeCTBOBATh B UPE3BBIYAMHBIX CUTYalIUsX.

OK 8 Hcnonb30Bath cpecTBa GU3NIECKON KyIbTYpHhI A5l COXPaHEHHS M YKPETUIEHUS 3/10pPOBbs
B Ipoliecce NpoPecCUOHANbHON JIEATENbHOCTH U MOJJEpKaHUE HEOOXOJUMOro YpPOBHS
(bu3MYeCcKOil MOATOTOBICHHOCTH.

OK 9 Hcnonb30BaTe HHGOPMAIIMOHHBIE TEXHOJIOTUHU B IPOGECCHOHATIBLHOM e TETbHOCTH.

OK 10 [Tonb3oBaTbes mpodeccuoHanbHON TOKyMEHTalMeH Ha rOCyIapCTBEHHOM M HHOCTPAHHOM

SI3bIKAaXx.
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1.2.2 Tlepeuens npodeccrnoHaTbHBIX KOMIIETCHIINH

Kon HaumeHoBaHMe BUIOB AeSITEJIbHOCTH U NPO(PECCHOHATBHBIX KOMIIETEH NI

B/ 2 3amura nHgopManvu B aBTOMATU3MPOBAHHBIX CHCTEMAX NPOrPAMMHBIMHU U
NMPOrPpaMMHO-aNNAPATHLIMHU CPeICTBAMM

I[IK 2.1. OcCylIecTBIISITh YCTAHOBKY M HACTPOMKY OTJIEIbHBIX MPOrPAMMHBIX, IIPOrPaMMHO-
anmapaTHbIX CPEICTB 3aIIUTHI HHPOPMAIUH.

[IK 2.2. ObecneunBaTh 3aIUTY HH(POPMAIIMK B aBTOMAaTH3UPOBAHHBIX CHCTEMaX OTACIbHBIMHU
IIPOrPaMMHBIMH, IPOIPaMMHO-AIIIAPaTHBIMU CPEACTBAMM.

IIK 2.3. OcymiecTBISITh TECTUPOBaHUE (DYHKIIMI OTAEIBHBIX MPOrPAMMHBIX U MPOTPAMMHO-
anmapaTHbIX CPEICTB 3aIIUTHI HHPOPMALIUH.

[IK 2.4. OcymiecTBisITh 00pabOTKyY, XpaHEeHHUE W Tiepenady uH(opManuu OorpaHUYCHHOTO JI0-
cTymna.

IIK 2.5. YHUuTOXKaTh HH(POPMAIMIO U HOCUTENH MH(OPMAIMH C UCIIOIb30BaHUEM
IIPOrPaMMHBIX M IPOTrPaMMHO-aNapaTHBIX CPEACTB.

IIK 2.6 OcCymiecTBIATh ~ PETHCTPAlMI0  OCHOBHBIX  COOBITHH B aBTOMAaTH3WPOBAHHBIX
(uHQOPMAIIMOHHBIX) CHUCTEMax, B TOM 4YHCII€ C HCIOJb30BAHHEM MPOTPAMMHBIX U
IIPOrPaMMHO- aIapaTHbIX CPEJACTB OOHAPYKEHUS, MPEAYNPEXKIACHUS U JTUKBUIALNU
OCJIENCTBUNI

KOMIIBIOTEPHBIX aTaK.

JlocTuskeHne 00y4arOIIUMHUCS JUYHOCTHBIX pe3ybTaToB (JIP):

JIP 1. Oco3Haromuii ce0st IrpaKJaHUHOM U 3alITUTHUKOM BEJIMKOW CTPaHBI.

JIP 2. IlposBisomuii aKTUBHYIO TPaKJAHCKYI IO3MILMIO, JEMOHCTPUPYIOIIMHA MPUBEPKEHHOCTh
MPUHLUIIAM YECTHOCTH, MOPSAJIOYHOCTH, OTKPBITOCTH, SKOHOMHUYECKH AaKTHUBHBIM M YYacTBYIOIIUWA B
CTYJEHYECKOM U TEPPUTOPUAIBLHOM CaMOYIIPaBJIECHWH, B TOM YMCIE Ha YCJIOBUSAX JI0OPOBOJILYECTBA,
MIPOYKTHUBHO B3aMMOJICHCTBYIOIINI U YYaCTBYIOIIUHN B AEITEIbHOCTH OOIIECTBEHHBIX OpraHU3aIuil.

JIP 3. CoOmoparonuii  HOpMBI TIPABOTOPAIKA, CIEAYIONIMN UcallaM TpakJIaHCKOTO OOIIecTBa,
obecriedeHns: 6€30MaCHOCTH, NpaB U cBoOOA rpaxaaH Poccuu. JIOsuIbHBIM K yCTaHOBKAaM M IMpPOSBICHUSAM
IpeJicTaBuTeNel CyOKyIbTYp, OTIIMYAIOLIMI MX OT IPYHI C JECTPYKTUBHBIM U JIEBUAHTHBIM IOBEICHHUEM.
JIEeMOHCTPUPYIOIINN HENPUATHE U MPEAYPEXKTAIOLINI COLMAIBHO OMTACHOE MOBEIECHNE OKPYKAIOIIHX.

JIP 4. TlposBisitonuii ¥ JEMOHCTPUPYIOIIMM YBaXKEHHUE K JIIOJAM TPYJZa, OCO3HAIOMIUN IEHHOCTh
cobcTtBeHHOro Tpyaa. Ctpemsmuiicss K GOPMUPOBAHUIO B CETEBOW Cpefie JIMYHOCTHO U MPO(EeCCHOHATBHOTO
KOHCTPYKTHUBHOTO «LIH(POBOTO CiIe/1a.

JIP 5. JIeMOHCTpUPYIOLIMI IPUBEPKEHHOCTh K POAHOU KYJIbTYpe, HCTOPUYECKON MAMATH HAa OCHOBE
T00BU K Ponune, poIHOMY Hapoxy, MaJoin ponuHe, MPUHSITHIO TpaJULIHOHHBIX
LIEHHOCTE MHOTI'OHAIlMOHAJIBHOrO Hapoja Poccun.

JIP 6. IlposBistomuii yBaKeHHE K JIOASIM CTapIIero IOKOJEHHS U TOTOBHOCTh K YYacTHIO B
COLIMAJIbHON MOIJEPIKKE U BOJIOHTEPCKUX JIBUIKEHUSAX.

JIP 7. Oco3Haromuii TpHOPUTETHYIO HIEHHOCTh JIMYHOCTH YEJIOBEKA; yBAXAIOIIUA COOCTBEHHYIO U
YyKYI0 YHUKAJIbHOCTb B PA3JIMYHBIX CUTYyallUsX, BO BceX (hopMax M BUAX JESATEIHHOCTH.

JIP 8. IlposBisironuii W JEMOHCTPUPYIOIIMK  YBaAKEHHE K  MPEACTABUTEISAM  Pa3IU4YHBIX
STHOKYJIbTYPHBIX, COLUAIBHBIX, KOH(PECCHOHAJIBHBIX W MHBIX TIpymni. CoNnpUyacTHBIM K COXpaHEHHIO,
MPEYMHOKEHUIO M TPAHCISIMN KYJIbTYPHBIX TPAIUIMM M HEHHOCTEH MHOTIOHAIMOHAJIBLHOTO POCCHMCKOTO
rocy/1apcTBa.

JIP 9. CobGmroparonuii U MpomaraHIupYONINK TIpaBuiIa 3J0pOBOTO U 0€30MacHOr0 00pas3a KU3HH,
CIOpTa; MPeAyNpPEekIAIOIMNA 00 MPEeo10JeBAOIINNA 3aBUCUMOCTH OT QJIKOToJisd, Tadaka, MCUXOaKTHBHBIX
BEUIECTB, a3apTHBIX UTP U T.J1. COXpaHSIIOUINI ICUXOJIOTUYECKYI0 YCTOMUNBOCTh B CUTYaTUBHO CIIOKHBIX MM
CTPEMUTENBHO MEHSIOLINXCS CUTYaLUsX.

JIP 10. 3aboTtsmuiicss 0 3alUTe OKPYXKAIOMIEH Cpebl, COOCTBEHHOW M 4Yy>KOW 0€30MacHOCTH, B TOM
grcie UG poBoit.

JIP 11. IIposBnstomuii yBakeHHe K ICTETUUECKUM LEHHOCTSAM, 00J1a/Ial0lUil OCHOBAaMH 3CTETHYECKON
KYJbTYPBI.

JIP 12. IlpyHuMaromuii ceMeiHble 1IEHHOCTH, TOTOBBIM K CO3JaHUIO CEMbU W BOCIHUTAHUIO JIETEH;
JEMOHCTPUPYIOIIMMA HENPUATHE HACUIMS B CEMBE, yXOJa OT POAUTEIBCKOM OTBETCTBEHHOCTH, OTKa3a OT
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OTHOIIICHUN CO CBOUMU JCTbMHU U UX (I)I/IHaHCOBOFO COACPIKaHUHA.

B pesynbraTe ocBoeHusI podeccnoHaIbHOTO MOIYJIS CTYACHT JOJKEH:

MMETh
MPAaKTUYECKUI
OIIBIT B:

— YCTaHOBKHM, HACTPOMKH MPOTPaMMHBEIX CPEACTB 3allUThl WH(OpPMAIUU B
aBTOMATH3UPOBAHHOM CHUCTEME;

— obecrieueHus 3alIUTHl ABTOHOMHBIX aBTOMATH3WPOBAHHBIX  CHCTEM
MPOrPaMMHBIMH U TIPOTPaMMHO-AIIIAPATHBIMU CPEICTBAMHU;

— TectHpoBaHHWS  (DYHKIMIA, JUArHOCTUKA, YCTPAaHEGHUS OTKA30B W
BOCCTaHOBJICHHSI Pab0OTOCIIOCOOHOCTH MPOTPAMMHBIX M IPOrPaMMHO-aIaPATHBIX
CpE/CTB 3alIMThl HH()OPMAIIHH;

— pemenus 3ana4 3ammthl o1 HC/I k mHpOpManuy orpaHiYeHHOTO JIOCTYIIA C
MOMOIIBI0  TPOTPAaMMHBIX H  MPOTrPAMMHO-AMIIAPATHBIX  CPEACTB  3AIIUTHI
nHpopManuu;

— TPUMEHEHHUS JJICKTPOHHOW MOMAMUCH, CUMMETPHUYHBIX U ACHMMETPHUYHBIX
KPUNTOTPaQHUECKUX AITOPUTMOB, U CPEICTB MU(POBAHUS TaHHBIX;

— yuéra, oOpaOOTKH, XpaHECHUsT M Tepeaadd uHGOpMAIMH, JUISI KOTOPOH
YCTaHOBJICH PEKUM KOH(DHICHIIUAIBHOCTH; PabOTHI C MOACHCTEMaMU PETHCTPAIIH
COOBITHI;

— BBISBJICHHS COOBITHI M WHIIUICHTOB 0€30MIaCHOCTH B aBTOMATHU3MPOBAHHOU
CHCTEME.

3HAThb.

— 0COOEHHOCTH U CIOCOOBI INPUMCHCHUA ITPOI'PAMMHBIX U IIPOrpaMMHO-AallIlapaTHbIX
CpCACTB 3allMThI I/IH(i)OpMaLII/II/I, B TOM 4YHUCJIC, B OIICPALMOHHBIX CHCTCMAX,
KOMIIBIOTCPHBIX CCTAX, Oazax JaHHBIX,

— MCTOAbl TCCTUPOBAHUA q)YHKHHﬁ OTACJIIbHBIX IIPOTPAMMHBIX MW IIPOTPAMMHO-
arrmapaTHbIX CPCACTB 3alllUThI I/IH(l)OpMaLII/II/I;

— TUIOBBIE MOJEIM YIPABICHHUS JOCTYNOM, CPEJICTB, METOJOB M IMPOTOKOJIOB
UJACHTUDUKAIMY U ayTeHTU(UKALIH;

— OCHOBHbIE TOHATHUS KPUOTOTpaQUM M THIOBBIX KPUOTOIpapUUECKUX METOJIOB U
CPEJICTB 3alUThl HHPOpMAIIIH;




YMETh:

YCTaHABIIMBATh, HACTPaWBaTh, NPHUMEHATH MPOTPAMMHBIE U TPOTPAMMHO-
ammapaTHble CpeCTBa 3alIUThl HH(OPMAIIHH;
YCTaHABIIMBATh M HACTPAUBATh CPEACTBA AaHTUBUPYCHOM 3aIIIUTHl B COOTBETCTBUUC
MPEIbSABISIEMBIMU TPEOOBAHUSIMU;
JTUATHOCTHPOBATh, YCTPAHATH OTKa3bl, OOECIeYMBaTh pPabOTOCIOCOOHOCTh U
TECTHPOBaTh  (YHKIMM  MPOTrPaMMHO-AMIAPATHBIX  CPEACTB  3allUTHI
uHpOpMaLNH;
NPUMEHSTh MPOTPaMMHBIE M MPOrPAMMHO-AIMIAPATHBIC CPEICTBA JUIS 3allUThI
nH(popmaruu B 6azax JaHHBIX;

MPOBEPSATh  BBIMOJNHEHHE TpeOOBaHWI 1O  3amuTe WHPOPMAIUU  OT
HECAHKIIMOHUPOBAHHOTO JIOCTYTA TIPU aTTeCTallii 00BEKTOB MH(OpMaTH3AINUN
1o TpeOOBaHUAM 0€301MaCHOCTH WH(OPMAITUH;

NPUMEHATh MATEeMaTHYECKHUW armapar JJjs BBIIOJIHEHUS KPUITOrpadUIecKuX
npeoOpa3oBaHMUIi;

UCTIOJIB30BaTh THUIIOBBIE MPOTPAMMHBIE KPHUITOTpa(UYecKre CpeacTBa, B TOM
YHCJIE JIEKTPOHHYIO IOJIUCH;

NPUMEHSTH CPEJCTBA TAPAHTUPOBAHHOTO YHUUTOKEHHS HH(OPMAIIHH;
yCTaHaB/JIMBaTb, HACTpauWBaTb, IMPHUMCHATL IIPOrpaMMHBIC U IIPOrpaMMHO-
anmapaTHbIe CPe/ICTBA 3alIUThl HHYOpMaLuy;

OCYHCCTBIATE MOHHUTOPHHI' W PErucCTpannro CBCIIGHI/H\/JI, H€O6XOI[I/IMI)IX JJIsL
3alInUThI 00BEKTOB I/IH(I)OpMaTI/I3aIII/II/I, B TOM YHCIC C HCIIOJb30BaHHUCM
OPOrpaMMHBIX M IPOTPaMMHO-AIIapaTHBIX  CPEACTB  OOHApYKEHUs,
NpeAyNPEeKACHIUS U JIMKBUIAIMN TTOCIEICTBUN KOMIIBIOTEPHBIX aTak

aJIMIHUCTPUPOBATh BeO-cepBepa, MOUYTOBBIE CEPBEPA, TIPOKCH.

HACTPaMBaTh MEXKCETEBbIC IKPaHbI, MAPIIPYTH3ATOPHI, CETEBOE 00OPYIOBAHUE U
IIPOrpaMMHO€E 0OecTIeYeHHE.

paboTaTh ¢ KJacTepHbIMH (ailIoBBIMH cHCTEMaMM, OpraHu30BbiBaTh RAID-
MacCCHBBI.

HAaCTpanBaTb BUPTYAJIbHBIC HAaCTHBIC CCTHU.

— OPraHu30BbLIBATH yI[aJ'IeHHLIﬁ HAOCTYII K peCypcCaM.

— YCTaHaBJIMBATh U HACTpauBaTh OE30MACHYI0 KOHPUTYPALIMIO ONEPAlMOHHON
CHCTEMBI, CEpBEPOB M MIPOrPAMMHOI0 00ECIIEUEHHUS C YUETOM NPEAbABISEMbIX
TpeOOoBaHUI.

— HCIIOJIB30BAaTh HITATHBIC U CIICHUAJIBHBIC CPEACTBA MOHUTOPUHI'A 0e30IMacHOCTH
ONEpaOHHBIX CUCTEM
- pa6OTaTI> CO CKaHCpPaMH YA3BUMOCTU

— OCYHWICCTBJIATE MOHUTOPHHI U aHAJIN3 WHIOUACHTOB I/IH(i)OpMaHI/IOHHOI\/JI
6630HaCHOCTI/I, B TOM YHUCJIC U AaHAJIN3 CUCTCMHBIX KYPHAJIOB U JIOTOB.

— TEeCTUPOBATh MH(OPMAIIMOHHBIE CUCTEMBI M CEpBEpa Ha HAJTMUNE U3BECTHBIX U
LIMPOKO PAaCIPOCTPAHEHHBIX YSI3BUMOCTEM.
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1.3. KotnyecTBO 4acoB, 0TBOJUMOE HA OCBOCHHE NPO(PeCcCHOHAIBLHOI0 MOLYJISI

Ne Bun yueOHo# padoThl Otrem
4acos
1. O0bem padoThI 00yUYaOIIMXCSl BO B3aMMO/IeiiCTBHH € NpenojaBaresieM 539
B TOM YHCJIE:
TEOPETUUECKOE 00yUueHue 262
IPAKTUYECKHUE 3aHATUS 277
y4yeOHast MpaKTHKa 108
IIPOU3BOACTBEHHAs IIPAKTUKA 216
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2. CTPYKTYPA U COAEP KAHUE TPOPECCUOHAJIBHOI'O MOAYJIA

2.1. CtpykTypa npogeccHoOHATbHOI0 MOAYJIA

OO6muit dopma
o0peM A
Kogst OK, HaumenoBanus pa3aenos HarpysKu,
IK 1po(heCCHOHAIBHOTO akaj. Jac 5 IIPOU3BOIC
MOy A jJeknuu | HPaKTHUYCCK yacobHad TBEHHAas
HUC 3aHATUA HpaKkTH MPAKTHKA
Ka
OK 01-09 Paznen 1. Ilporpammusie 1
K 1.1-14 TIPOTrpaMMHO-aMTIAPaTHBIE CPECTBA 219 13 78 141
P 3alMThI HH(OpMAIMU
1.5.7.9.11,12 Paznen 2. Kpunrorpapuueckue 160 3 124 36
CpeACTBA3aLUTH HHPOpMaIK
Paznen 3. KubepbesomnacHocTh 160
13 60 100
VYyeOHast mpaKkTHUKa 108 3 108
[Tpon3BOICTBEHHAS TIPAKTHKA
216 3 216
Hroro
o 863 262 277 108 | 116
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2.2. TemaTuyecKkuii IJIAH U cojep:kaHue npodeccunonanbuoro moayJas (IIM.01)

HaumeHoBaHue
pa3aesioB u TeM Conep:kanue y4eOHOT0 MaTepuaJia, JIabopaTopHbie padoThl M MPAKTHYECKUE 3AHATHS, Oo0bem
npogeccnoHaJIBLHOI0 BHeayJUTOPHasA (caMoCTOsITeIbHAs) YueOHasA padoTa 00y4yarommxcs, 4yacos
moayJs (IIM), KypcoBasi padora (mpoeKT) (ecJiu npexycMOTpPeHbl) BCEro
MEeKIUCHUTIINHAPHBIX
KypcoB (M/IK)
1 2 3
Pa3znei 1. [IporpaMMHbIe 1 MIPOrPaAaMMHO-aNINIAPATHBIE CPECTBA 3alIIMTHI MH(OPMaIIUU 219
M/K.02.01. IlporpaMmMHbIe M IPOrPAMMHO-ANNAPATHBIE CPEACTBA 3aIUUTHI HHpOPMALMH 219
Coaep:xxanue yueOHOro MmaTepuajia 22
1.1.1. HopmaTuBHO NpaBOBBIE aKThl, HOPMAaTUBHbIE METOANUYECKHUE TOKYMEHTBI, B COCTaB KOTOPBIX BXOJUT 2
TpeOOBaHUS M PEKOMEHJALMH IO 3aIuTe WHPOPMAIUU MPOTPAMMHBIMH M MPOTPAMMHO-
anmnapaTHbIMU CPEICTBAMU
1.1.2. TIpoduu 3anuThl IPOrpaMMHBIMH U IPOTPAMMHO-ANMAPATHBIMU CPEACTBAMU 2
1.1.3. CrannapTsl 1o 3aMTe HHPOPMAIIUH, B COCTaB KOTOPBIX BXOJAT TPeOOBAHUS U PEKOMEHAALINH 110 3a- 2
muTe HHGOPMAIMK IPOrPAMMHBIMU M ITPOrPaMMHO-AIIAPATHBIMU CPEICTBAMU
1.1.4. TloHsTHE HECAHKIITMOHUPOBAHHOTI'O JIOCTyNa K HHPopMauu. OCHOBHBIE [TOIXO0/IbI K 3aIIUTE 2
uHpopmanuu or HCJI. Opranusanus noctyna k ¢aitiam, KOHTpOJIb JOCTyIa U pa3rpaHudeHue
Tema 1.1.006mue JIOCTYTIA, HEPAPXUUECKUH JOCTYN K (haiam.
MOHSTHS MPOTPAMMHO- 1.1.5. Bpenonocnoe I10. Knaccudukanus spenonocnoro I10. [Ipopunakrrka 3apaskeHus.. 2
anmnapaTHBIX CPEICTB 1.1.6. bor-uetsl. [lpunimn ¢pyHKunoHMpoBaHus. MeToabl 0OHAPYKEHUS. 2
3aluUThIMH(pOpMaLUK 1.1.7. MeTobl CKpbITHS UHPOPMAIIIH. 2
1.1.8. Ilpumenenue cpencTB uccienoBanus peectpa Windows j1si HaX0XJI€HHS CI€J0B aKTUBHOCTH 2
BpenoHocHoro [10
1.1.9. HecankunonupoBanHoe konupoBanue nporpamMm kak tun HC/I. FOpuandeckue aciekTsl 2
HECaHKIIMOHMPOBAHHOTO KONMPOBAHUS NPOrpamMM. 3auTa 0T KONUPOBaHUSI.
1.1.10. 3amuTa nHGOpMaLIUK OT HECAHKLIMOHUPOBAHHOTO KOMMPOBAHUS C UCIIOJIb30BAaHUEM 2
CHeNHATM3UPOBAHHBIX IPOrPAMMHBIX CpeACTB. 3ammTHble Mexauu3mbl [10 Windows
1.1.11. [IpoGnema 3amuThl OTYykAaeMbIX kKoMrnoHeHTOB [I9BM. MeTosb! 3amuTel nHGOpManuu Ha 2
otuyxaaembix Hocutessax. llludgposanue. Cpencrsa BOCCTaHOBJIEHUs OCTATOYHOM MH(OpMAIMH.
IIpakTH4eckue 3aHATHSA 6
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[Tpaktuueckoe 3anstue Ne 1 O630p npoaykroB C3U ot HC/]

[Tpaktrueckoe 3ansaTre Ne 2 O630p npousBoautenen C3U

IIpakTunueckoe 3anarure Ne 3 CpaBHUTENIbHBIN aHaIN3 NPoAyKTOB SIEM

Tema 1.2.
3amuTa nporpamMmm u
JIAHHBIX

Conep:xxanue yueOHOT0o MaTepuajia

1.2.1. CtpykTypa 1 QyHKIIMH TIOJICUCTEMBI OE30MMACHOCTH ONIEPAIMOHHBIX CUCTEM

1.2.2. IToncucrema 6e3onacaoct Windows. Iloacucrema Oe3zomacHocti Linux

1.2.3. CpencrBa obecrieueHus 3auuThl HHPOpPMAIMK B CUCTEMAaX YIIPaBJICHHs 0a3aMu JTAHHBIX

1.2.4. Kputepun 3alIMIIEHHOCTA KOMITBIOTEPHBIX CUCTEM.

Tema 1.3. 3amwmra B
KOMITBIOTEPHBIX CETAX

Coaep:xxanue yueOHOro MmaTepuajia

1.3.1. CpencrBa 3alUThl B BBIYUCIUTEIBHBIX CETIX

1.3.2. 3amura unpopmanuu B VPN-ceTsix

1.3.3. 3amumra 31€KTpOHHOM MOYTHI

1.3.4. 3ammra web-npritoskeHui 1 3JIEKTPOHHOM MOANICH OT MOIICHHUYECTBA

Tema 1.4. AuTuBHpYCHas
3aluTa JTaHHBIX

Conep:xxanue yueOHOT0o MaTepuajia

1.4.1. CoBpeMeHHBIE IPOrPaMMHBIE CPECTBA AJIS 3AIUTHI OT BPEAOHOCHBIX TPOTPAMM

IIpakTH4eckne 3aHATUA

[Ipaktuueckoe 3ansaTue Ne 4 Coznanue 3arpy304Hoi (JISIIKU C aHTUBUPYCHOM IIPOTPaMMOM 1715t OBICTpO
MIPOBEPKHU

NN NN NI | N[N

Tema 1.5. Cpencrsa
3aIIUTHI HA
KOMIIBIOTEPAX C
ONEpalMOHHOW CUCTEMOM
Windows

Conep:xxanue yueOHOT0 MaTepuajia

1.5.1. Vcnions3oBanue Active Directory un nonmuruk 6ezonacuoctu. [lonsitre nomena. Ponu koHTposuiepa nomeHa

1.5.2. Cpenctso 3amuthl nHGopmaruu Secret Net Studio
Bosmoxnoctu Secret Net Studio. [Ipuninun pabotsl. [lapameTps! ycTaHOBKH

1.5.3. Cpencrna 3amuts! nHpopmarun Dallas Lock
Bosmoxnoctu Dallas Lock. Ilpunnun pa6otsl. [lapamerpsl ycTaHOBKH

IMpakTnyeckue 3aHATHS

[TpakTuueckoe 3austue Ne 5 YcranoBka cepBepHoit Bepcun Windows

[IpakTuueckoe 3anstue Ne 6 YcranoBka gomena Active Directory

HpaKTI/ILIeCKOC 3ausgTue Ne 7 COSI[aHI/Ie Y BHECEHHE II0JIb30BaTeNeH U KOMITBIOTCPOB B JOMCH

HpaKTI/ILICCKOC 3aHsaTre Ne 8 COSI[aHI/Ie U IIPUMCHCHUC r100alIbHBIX TTOJTUTHK JOMCHaA

HpaKTI/ILIeCKOC 3aHsTue Ne 9 COSI[E[HI/IC U IMPUMCHCHUC JIOKAJIBHBIX IMOJIMTUK JOMCHA

[TpakTuueckoe 3ansTue Ne 10 YcranoBka cepepa 6ezonacHoctu Secret Net Studio

26
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[TpakTrueckoe 3ansTre Ne 11 YcranoBka KiveHTa U mporpaMMel yripasiieHus Secret Net Studio

[TpakTrueckoe 3ansTue Ne 12 Hactpoiika rieHTpain30BaHHON ycTaHOBKH KireHTa Secret Net Studio

[TpakTueckoe 3ansaTue Ne 13 PaboTta ¢ 1elicTBYIOLMMH CPEACTBAMHU JOKAJIBbHOM 3alllUThl ¢ IOMOIIBIO Secret
Net Studio

[Tpaktrueckoe 3ansatue Ne 14 YV nanenne Bcex komnoneHToB Secret Net Studio

[Tpaktuyeckoe 3ansatue Ne 15 Ycranoska Dallas Lock

[Tpaktrueckoe 3anstue Ne 16 Hacrpoiika cpencts anmmuauctpupoBanus B Dallas Lock

[TpakTueckoe 3austue Ne 17 Hacrpolika nmoacucrem yrnpasienus qoctymnoM B Dallas Lock

[Tpaktuyeckoe 3anstue Ne 18 Pazrpanmuenue nocrtymna k oobexram (aiinoBoii cucremsl B Dallas Lock

[TpakTraeckoe 3ausatue Ne 19 Pabota ¢ mojmcucremoit peructpanuu u yuéra B Dallas Lock

Tema 1.6 Mcnons3oBanue
DLP-cucremsl Infowatch
JUISL 3QIIUTEI OT
BHYTPEHHHUX yTEUEK
nHpopmManuu

Coaep:xxanue yueOHOro MmaTepuajia

1.6.1. Obmast xapakTepucTHKa U TpUHIHMIE (yHKImoHHpoBaHus dlp-cuctemsr Infowatch

1.6.2. Bunpl OIATHK, CIIOCOOBI UX co3manus B Traffic monitor

1.6.3. IIpuHIMIIBI TOCTPOCHUS PETYISAPHBIX BHIPAKEHUN AJI CO3aHUS TTOTUTHK

1.6.4. Buns! ipaBui1 u criocoObl co3aanust npasui B Device monitor

1.6.5. JloxxHbie cpabaThIBaHUS TTOJTUTHK

1.6.6. ITpuHIMIIBI MOHUTOPUHTA COOBITHI MHOpMaIoHHON 6e3onacHocT B DLP-cucreme Infowatch

12

IIpakTHyeckne 3aHATUA

[TpakTrueckoe 3ansTue Ne 20 YcranoBka u Hactpoiika Traffic monitor

ITpaktuyeckoe 3anstue Ne 21 YcranoBka u HacTpoiika Device monitor

[TpakTueckoe 3ansaTue Ne 22 YcranoBka kiueHTta Device monitor

[TpakTueckoe 3ansTue Ne 23 YcranoBka u Hactpoiika Crawler

[Tpaktuueckoe 3anstue Ne 24 Co3gaHue mpaBuil U IpoBepka ux paborocrnocodHocTH B Device monitor

[Tpaktuueckoe 3arsTue Ne 25 Co3gaHue MpaBMiI ¢ UCTIOJIb30BaHUEM «OETBIX» U «IEPHBIX» CIIUCKOB B De-
vice monitor

[Tpaktuyeckoe 3anstue Ne 26 Pabora ¢ 3agauamu u XXypnanaom B Device monitor

[IpakTtuueckoe 3anstue Ne 27 JlobaBieHue poJied, pelakTHPOBaHKE poJie, yaanenue pojier B Traffic moni-
tor

[TpakTueckoe 3austue Ne 28 Pabora ¢ Tepmunamu u cniickamu B Traffic monitor

[Tpaktuyeckoe 3anstue Ne 29 Pabora ¢ Teramu u oo0bektamu B Traffic monitor

[Tpaktuueckoe 3ansTue Ne 30 Co3gaHue MOTUTHK 3aIIUTH JaHHBIX B Traffic monitor

[Mpaktudeckoe 3anarue Ne 31 Co3znaHue MOMUTUK 3aIUTHI JaHHBIX HA areHTax B Traffic monitor

[Tpaktuueckoe 3arsTue Ne 32 Co3gaHue MOJUTUK KOHTpOIIst mepcoH B Traffic monitor

50
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[Tpaktrueckoe 3ansTue Ne 33 Co3gaHue MOJUTUK C UCITOJIB30BaHKUEM ITpaBui nepenadyu B Traffic monitor

[Tpaktuyeckoe 3ansaTue Ne 34 Co3qanue MOJIUTUK C UCTIOIB30BAHKEM MpaBwil KonupoBanus B Traffic moni-
tor

[Tpaktuyeckoe 3ansatue Ne 35 Co3naHue MOJIUTUK C UCIIOIB30BaHUEM MpaBwil XpaneHus B Traffic monitor

[Ipaktuyeckoe 3anstue Ne 36 CozmaHue NOJIUTUK C UCIIOIB30BAHUEM TPABUII paOOTHI B IPHIIOKEHUSX B
Traffic monitor

[Tpaktuyeckoe 3anarue Ne 37 Co3naHue MOJIUTUK C UCTIOIB30BAHUEM PETYIISIPHBIX BeIpaskeHuit B Traffic
monitor

[TpakTrueckoe 3ansTue Ne 38 Co3nanue u u3MeHeHrue BuKeToB B Traffic Monitor

[TpakTaeckoe 3austue Ne 39 Co3nanue u uaMeHenue otuéroB B Traffic Monitor

Coaep:xxanue yueOHOro MmaTepuajia 4
1.7.1. MeToauku NMPOBEPKH 3AIUIIEHHOCTH 00bEKTOB HH(OPMATU3ALIMK Ha COOTBETCTBUE TPEOOBAHUIM
HOPMAaTUBHBIX IIPABOBBIX aKTOB
Tema 1.7. Metoauku 1.7.2. HopMaTuBHO-METOIUYECKHE JOKYMEHTBI, PErJIAMEHTUPYIOLIUE OPSAI0K TPOBEACHUS aTTeCTALIMI
MPOBEPKH 00beKkTOB HHPOPMATHU3AIIMHU U COJIeprKalie TpeOoBaHMs K 00bEeKTaM HHPOpMaTU3AIUT
3aIUIIEHHOCTH IIpakTHyeckue 3aHATUSA 2
00BEKTOB [Tpaktuyeckoe 3anstue Ne 40 Pabota ¢ TpeOoBaHUSIMU U PpEKOMEHIALUSIMH 110 TEXHUYECKOH 3aIlnTe
uHpopMaTU3aLUuU KOH(UIEHIMATbHON nH(pOopMauu
[Tpaktuyeckoe 3anarue Ne 41 PaboTta ¢ HOpMaTUBHO-NIPAaBOBOM JIOKYMEHTAalLMeH, periiaMeHTUpYIoLIel mopsi-
JIOK MPOBEICHUS aTTeCTallul 00BEKTOB HH(OPMATHU3ALNH
Conep:xxanue yueOHOro MmaTepuajia 4
1.8.1.00mas xapaktepuctrka mpoaykToB ViPNet ams co3nanus 3amumEHHON ceTu
1.8.2. [loHsiTHE MOCTPOEHUST BUPTYAIbHON 3aIUIIIEHHON CETH, MEXKCETEBON B3aMMO/ICHCTBHE 3aIUIIIEHHBIX
ceTei
IIpakTH4eckHe 3aHATUA 14
Tema 1.8. [TpaxTueckoe 3ansTue Ne 42 Pa3zséprriBanue 3amuiénHoi cetn ViPNet. YueT oTka3oB B paboTe cpeacTB
Hcnonb3oBanue BBIUMCIUTEIbHON TEXHUKH.
MIPOrPaAMMHO- [Tpaktuueckoe 3ansTue Ne 43 Co3ganue CTpyKTypsl 3amuniéaHoi cetn ViPNet
anmnapaTHbIX [Tpaktuyeckoe 3anarue Ne 44 Coznanue 3amuiiénHoi cetu ViPNet

[TpakTueckoe 3austue Ne 45 PazpépTriBaHue pabodyero Mecta NOMOIIHHUKA TJIaBHOTO aIMUHUCTpATOpa
3anmménHoi cetu ViPNet

[Tpaktuueckoe 3ansTre Ne 46 Moaudukamnus 3amuméaaon cetu ViPNet

[Ipaxtuueckoe 3anstue Ne 47 Komnpomerarus kitoyeid B 3amuniéHnoi cetn ViPNet
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[Tpaktuueckoe 3ansTue Ne 48 Hacrpoiika monmutuk 6e3onacHoct B VipNet Policy Manager

IIpakTunueckoe 3anarue Ne 49 Opranuzaius MeKCETEeBOTO B3aUMOICUCTBUS

[Tpaktrueckoe 3ansaTre Ne 50 Moaudukamnus MeXCEeTeBOr0 B3aUMOISHCTBHS B 3amuiIéHHon cetn ViPNet

Tema 1.9. 3amura
nepenayn JTaHHBIX
yepes3 urepuer

Conep:xxanue yueOHOT0o MaTepuajia

1.9.1. ITonsitue https. Texnonorus Secure Socket Layer (SSL)

1.9.2. Ceprudukarsl, noanucanubie neHTpoM ceprudpukamun (CA).

1.9.3. Ceprudukarsr nomeHa. Camo3aBepsIonye cepTuUKaTHI.

HpaKTuquRue 3aHATUSA

[TpakTuueckoe 3austue Ne 51 YcranoBka openssl B centos

[Ipaktuueckoe 3anstue Ne 52 Co3ganue camonoanucannoro ceprugukara SSL

[TpakTrueckoe 3ausTue Ne 53 3anonHeHue aHKEThI A cepTudukaTa

[TpakTiueckoe 3austue Ne 54 Ilpumenenue ceptudukara

[TpakTuueckoe 3austue Ne 55 Ilepemernienune ssl-ceprudukara ¢ cepepa windows Ha cepBep, OTIUYHBINA OT
window

[TpakTideckoe 3ausaTue Ne 56 YcranoBka Nginx JiIs OCIEIyIONICH HACTPONKY IPOKCH-CepBEpa

[TpakTrueckoe 3ansatue Ne 57 Hactpoiika npokcu-cepBepa ¢ moMolbio Nginx

[Tpaktuyeckoe 3anarue Ne 58 Hactpoiika npaBuibHO# pa®oTsl ssl npu ncnosabp3zoBannu Nginx

12

Tema 1.10 Cpencrsa
3alUTHI HA
KOMIIBIOTEpax ¢
ONEepalMOHHONW CUCTEMOM
Linux

Conep:xxanue yueOHOTo MmaTepuajia

1.10.1. CpencTBa 3amuThl KOMIIBIOTEPHBIX CETEH C UCIOIB30BaHNEM Samba 1 MoJMTUK O€30MacHOCTH Ha
Linux-cepBepe. OcobenHoctu cepepoB Ha Linux. [IporpaMMHbie cpeicTBa A MOIHATHS KOHTPOIIIepa J10-
MeHa Ha Linux

1.10.2. TIpMHIMIIBI KCTIOJIB30BAHUS CUCTEM OOHAPYKEHUS BTOP)KEHUS

1.10.3. Cunrakcuc Hanucanus npasui i IDS cuctem

IIpakTH4eckHe 3aHATUA

[Ipaktrueckoe 3ansatue Ne 59 VceranoBka Actpa CmoleHCK

ITpakTueckoe 3ansatue Ne 60 Hactpoiika cetu Actpa CMoneHck

IIpaktrnueckoe 3ansaTre Ne 61 [lons3zoBarenu Actpa CmosIeHCK

ITpakTueckoe 3ansaTue Ne 62 Ionutrku Actpa CMosieHCK

ITpakTueckoe 3ansaTue Ne 63 Hacrpoiika yganenHoro nocryna SSH Actpa CmosneHck

[Ipaktuueckoe 3ansatue Ne 64 [logustue cepsepa BpeMenn Actpa CMOIEHCK

[IpakTtuueckoe 3anstue Ne 65 Cozganue 3ammdpoBanHoro paszaena Actpa CMOJICHCK

[Ipaxtuueckoe 3anstue Ne 66 Ycranoska IDS VipNet

[Ipaxtuyeckoe 3anstue Ne 67 Axkruarus IDS VipNet

29
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[IpakTnueckoe 3ansatue Ne 68 Hactpoiika ceTeBoro agantepa s CeTu

[Tpaktrueckoe 3anstue Ne 69 Bed-unrepdeiic IDS VipNet

[IpakTuueckoe 3ansatue Ne 70 Co3ganue npaBuil 11 CKAaHUPOBAHUS TOPTOB

[TpakTuaeckoe 3austue Ne 71 Yeranoska Kali Linux

[TpakTrueckoe 3anstue Ne 72 [IpoBeaeHue ataku Ha OPTHI ¢ Ucnonb3oBanueM Kali Linux

[Tpaktuyeckoe 3anarue Ne 73 Coznanue cooctBeHHBIX mpaBui IDS VipNet

[Tpaktuyeckoe 3anstue Ne 74 Umutanus araku Ha coOcTBeHHbIe TpaBuia IDS VipNet

Paznen 2. Kpunrorpaguyeckue cpeacTna 3amuThl HHGOpMauu 160
MJIK.02.02. Kpunrorpaguyeckue CpeAcTBa 321U THI HHGOpManuu 160
Tema 2.1. OcnoBusie | Conep:kanue yueOHOro MaTepuasa 8
TePMHHBI 2.1.1 OcHoBHBIE TEPMHUHBI U ompeneneHuss B kKpunrorpaguu. OCHOBHBIE TpeOOBaHMUSA, MPEABIBISEMbIE K

onpe/eeHUsA KPUIITOCHCTEMAM
2.2.2 OCHOBHBIE AJITOPUTMHUYECKUE CTPYKTYPHI, IPUMEHsIeMble B Kpuntorpaduu. JleTuMOoCTh YHCell.
Anroput™m EBkiinnia Haxoxaenuss HOJl nByx uucen.
Tema 2.2. Conep:xxanue yueOHOT0o MaTepuajia 24
Kaaccnduxauus 2.2.1. lugps! 3amensl. OcHoBsl mudposanus. ndpsl oqH03HaUHOI 3aMeHbl. [TonurpaMmmHbie IIUQPEI.
mngpos 2.2.2. udpsr nepecranoBku. [1Indper rammuposanus. [lndpsr onunaproii nepecranoBku. [ndps
MHO’KECTBEHHOM nepecTaHoBKU. I'enepanys rammel. RC4.
2.2.3. HludpoBaHue C OTKPBHITHIM KI0UoM. Aroput™M RSA. Anroputm Ha ocHOBe 3a7auul 00 YKJIaJKe paHLa.
2.2.4. BepositHOCTHOE mH(ppoBaHue. Anroput™ mudposanus Iiab-I"amans. AIropuT™M Ha OCHOBE
AITMNTUYECKUX KPUBBIX.
2.2.5. MareMaTudeckue MOJENN OTKPBITHIX cooOuieHnil. Kputepun Ha OTKPBITHIN TEKCT.
2.2.6. Cnioco0OsbI npecTaBiieHus MHGOPMAIIHH, MoyIexkaniei mudpoBanuto. OcOOEHHOCTH HETEKCTOBBIX
COOOILEHUH.
2.2.7. DES-anroputMm. Ycnoxuenus DES-anroputma. [ludp AES
2.2.8. Poccuiickuit ctanaapt mudpoanus ['OCT-28147.
IIpakTH4eckue 3aHATHS 8

[Tpaktuyeckoe 3anarue Ne 1 Anroputmusanus umdpa Lezaps

HpaKTI/ILIeCKOC 3aHsaTHE No2 I[CKO,Z[I/IPOBEIHI/IC MOHOELH(baBI/ITHOFO noaACTaHOBOYHOT'O IJ_II/I(l)pa YaCTOTHBIM
METOAOM
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Tema 2.3.
Kpunrorpaguueckue
NMPOTOKOJIbI

Conep:xxanue yueOHOTo MaTepuajia

2.3.1. [lonsarue kpunrorpadudeckux nmpoTokosoB. Kinaccudpuxarusi.

2.3.2. [Iporokomnsr oOmMeHa kinrouamu. Anroput™ duddu-Xemmmana-Mepkia

2.3.3. I[IpoTOKOIIBI ayTEeHTHU(DHUKAIIN

2.3.4. IIpoTtokoJibl uaeHTUDUKAITAN

2.3.5. IIpoTokosl 251eKTpoHHOM mudpoBoi moanucu. [IpoTokos Ha 6a3e anroputma RSA. Anroputm
nudposoit moanucu 'OCT P 34.10-2001 u I'OCT P 34.10-2012.

2.3.6. IIpoTtokon B3aumoOnokupoBkuU. [IpoTokon By-Jlama

2.3.7. Hudposas noanucs @uata-lUlamupa. L{udpposas moanuce Dmb-I"amans

2.3.8. [IpoTokoiibl 0OMeHa KIIIoUaMu

2.3.9. [Ipotokon Kerberos

2.3.10. KnroueBbie pyHKUIMHU XempoBaHus. beckintoueBble PyHKIMH XEIIUPOBAHUS

2.3.11. Xem-pyukmuu. MDS5. TIpumenenune mudpoBaHus I MOTyYICHUS XeII-00pasa.

2.3.12. IIpoToKOJIBI 3aIIMTHI JAHHBIX B ceTH Internet

2.3.13. IIporoxomnst IPSec, AH, ESP, ISAKMP, Oakley. [Ipotokon SSL

2.3.14. IIpoTOKOJIBI ANEKTPOHHBIX MIaTexel. [{udpossie qeHBI N

2.3.15. IIpoTOKOJIBI FOJIOCOBAHUS

2.3.16. Teopust anropuTMOB 1 YUCEII

40

HpaKTuqecm[e 3aHATUSA

[Tpaktuyeckoe 3ansatue Ne 3 Mertos muppoBaHus ¢ OTKPBHITHIM KIrouoM RSA

[TpaxTrueckoe 3ansTue Ne 4 Pa3paboTka Xa1-QpyHKIUN

Tema 2.4. OcHOBBI
KPUNTOAHAIN3A

Conep:xxanue yueOHOT0 MaTepuajia

2.4.1. BpemenHble cuMMeTpHuuHble KpuntocucteMsl. [Ipunnun utepuposanus. Koncrpykuus deircrens.

2.4.2. Yrpo3sl 0€30MacHOCTHU NP UCIOIB30BaHUHU KpunTorpaduu. O01me cBeACHUs 0 KPUIITOAHAIN3E.

2.4.3. JInHEeNHbI KPUNITOAHAIN3

2.4.4. IuddepeHunanbHbli KPUITOAHATIN3

2.4.5. Metoap! KpunToaHanusa 6J04HbIX IIH(POB. ATaku Ha OJI0YHBIE MUDPHI.

2.4.6. Merobl KpunToaHaiausa. YacToTHBIN aHanu3. Metoa noiaHoro nepedopa

2.4.7. MeTtoap! B3110Ma HIU(PPOB CIOKHON 3aMEHBI

2.4.8. Koguposanue nadopmaru. O0IIe10cTyTHbIE KOJOBbIE CUCTEMBI. CeKpeTHbIe KOJOBBIE CHCTEMBI.

24

Tema 2.5.
Creranorpagus

Conep:kaHue y4eGHOT0 MaTepuaja

2.5.1. Knaccuyeckas creraHorpadus

22
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2.5.2. llndposas creranorpadus

2.5.3. Creranorpaduieckre mpoTOKOJIbI.

2.5.4. Creranorpadus ¢ OTKPBITBIM KIHOUYOM

2.5.5. CrerocucTembl: METO/IbI, TPEOOBAHUS, OTPAHUYCHUSI.

2.5.6. MeTtoapbl COKPBITHSI U OOHApYKEHUsI HHDOPMAITUU B U300PKESHUSIX

2.5.7. Metobl COKpBITUS M OOHapykeHust HH(opMaluu B ayguodaiinax

2.5.8. MeToabl COKPHITHS U OOHApYX)EeHU HHPOPMAaLMU B BUaeO(haiinax

IIpakTHyeckue 3aHATUSA 4
[TpakTuyeckoe 3anarue Ne 5 Ananu3 rpaudyeckux U300paxeHul Ha HaJIMYUe CKPBhITOM HH(pOpMAaLUK.
Conep:xanue yueOHOT0 MaTepuajia 6
Tema 2.6. 2.6.1. Ayrentudukanus JaHHBIX. DJIEKTPOHHAS MOAMKUCH. XAII-(QYHKIIUS.
AyTtenTudurkanus 2.6.2. CtanaapThl Ha 3JEKTPOHHYIO MOJIUCH
JAAHHBIX. 2.6.3. DnexTpoHHAas NOAMHCh Ha 6a3e mmdpa Dib-I'amans
DJIEKTPOHHAs IIpakTHYeckHe 3aHATUA 16
noaANnMucCh [TpaxTrueckoe 3ausTre No6. [IpuMenenne pa3nuuHbiX PYHKIMNA XAIIUPOBAHUSL, aHATTU3 0COOEHHOCTEH XelIen
ITpakTueckoe 3ansatue Ne7. 'enepanus u nposepka JI1 RSA
[TpakTrueckoe 3ansTue Ne8. [Ipumenenne kpunrtorpaduyeckux atak Ha Xeu-QyHKINH
ITpakTueckoe 3ansaTue Ne9. [IpuMeHeHne CTaHIapTOB Ha AJIEKTPOHHYIO MOANKCH
Pasnea 3. Ku6epoezonacHocrb 160
MJIK.02.03. Kudep0e3onacHocTb 160
OTema 3.1. YcranoBka ConepixaHue TeMbl
nHactpoiika Windows 3.1.1. O630p Windows Server 2019. Pa3eptriBanue u ynpasienue Windows Server 2019./lomeHHbIe
Server 2019 cepsucel Ciyx0b1 Katanora. Beegenue 8 AD DS. AD DS. O630p dbyHKIMIT KOHTpOJIIEpa T0MEHa. 8
YcraHoBka
KOHTpOJJIEpa JOMEHa
3.1.2. Hactpoiika yaanenHoro ynpasienust B Windows Server 2019 I'pyninossie nonutuku B Windows Server
2019. CepBepsl BpeMeHU U JulieH3upoBanus. Llentp ceprudukanuu.
[IpakTnyeckue 3aHsATHS
[Tpaktuyeckoe 3anarue Ne 1. YcranoBka u Hactpoiika Windows Server 2019.YcraHoBka poiseit cepepa 8

Windows Server 2019

[IpakTuueckoe 3anstue Ne 2. [ToakmoueHne ceTeBbIX nepudepuiiHbIX ycTporcTB uepe3 ['T1




18

[Ipaktuueckoe 3anstre Ne 3. YcraHoBKa U HACTPOMKa cepBepa BPEMEHU U CepBepa JTUILEH3UPOBAHMUS.
VYrpasneHue nojib30BaTeILCKUM pabounM ctosioM yepes 11

Tewma 3.2.
AJIMUHUCTpUPOBaHUE
Windows Server2019

Conep:xanue TeMbl

3.2.1. Yupasnenue ciayx060it DNS u ycrpanenue nenonanok. Hactpoiika DHCP B Windows Server 2019

3.2.2. Bamwura gocryna k cetu. Hactpoiika NAP. Peanu3anust 6€301macHOCTH KIIMEHTCKUX CHCTeM. BHenpeHue
ynpasieHus: oonosnenusmu. O63o0p WSUS. PazseptreiBanue ooHoBnenuii nocpeacreom WSUS. Co3nanue
o0mmx (haioB B TOMEHE

HpaKTuquRue 3aHATUSA

[Tpaktueckoe 3anstue Ne 4. [Ipumenenue TexHosnoruu DirectAccess ¢ MOMOIIBI0 MacTepa HavadbHOM
HaCTPOUKH

[TpakTueckoe 3anstue Ne 5.PazBepTriBanue pacmupeHHoi uHppactpyktypsl DirectAccess

[TpakTrueckoe 3anstue Ne 6.Buenpenne VPN

[TpakTueckoe 3austue Ne 7.Hactpoiika mudpoBaHus 1 pacIMpeHHOTO ayuTa

[TpakTrueckoe 3ansTue Ne 8. Mcnonb3zoBaHue ciykObl pa3BepThIBAHUS

[TpakTiueckoe 3austue Ne 9. Bueapenue ynpanieHuss 0OHOBICHUSIMH.

[TpakTueckoe 3ausitue Nel0. Hactpoiika daiinoBoro cepsepa

[TpakTrueckoe 3anstue Ne 11. Hacrpoiika DHCP

[Tpaktuyeckoe 3anstue Ne 12. Hactpoiika nentpa ceprudukanuu

[Tpaktuyeckoe 3anstue Ne 13. Hactpoiika rpynmnoBbIX HOJIUTUK

[Tpaktuueckoe 3anstue Ne 14. JloGaBneHue pabo4ynx CTaHIUA B TOMEH

18

Tema 3.3. YcraHoBka u
aJIMUHHUCTPUPOBAHHE
Linux

Conep:xxanue TeMbl

3.3.1. Anmunuctpuposanue OC Ha 6a3e Linux. Pa3BepteiBanue Be6-cepepon Linux. Jlor-gaitnsl u
MOHUTOPHUHT. ATpUOYTHI (ailsloB U MpaBa J0CTyMna

3.3.2. Yopasnenue nakeramu npu nomouit RPM u yum YnpasiieHne cuCTEMHBIMU CEPBUCAMU.
Aytentudukanus LDAP

IIpakTH4eckne 3aHATUA

[TpakTuueckoe 3anstue Ne 15. YcranoBka cepsepa Debian.

[Tpaktuyeckoe 3anatue Ne 16. Hactpoiika web-cepsepa B OC Debian.

[Tpaktuueckoe 3arstue Ne 17. Hactpotika cepsepa DNS B OC Debian.

[Tpaktuyeckoe 3anstue Ne 18. Hactpoiika cepsepa DHCP B OC Debian.

[Tpaxtuueckoe 3anstue Ne 19. Hactpoiika ¢aiinoeix cepsepoB B OC Debian

[Tpaktrueckoe 3anstue Ne 20. Hactpoiika konTeiinepoB Docker.

[IpakTuueckoe 3anatue Ne 21. YcranoBka cepepa CentOS.

22
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ITpaxTuueckoe 3anstue Ne 22. Hactpoiika web-cepsepa B CentOS.

IIpakTuueckoe 3anarue Ne 23. Hactpoiika cepsepa DNS B CentOS.

[IpakTuueckoe 3ansatue Ne 24. Hactpoiika cepepa DHCP B CentOS.

[Ipaktuueckoe 3anstue No25. YcranoBka u Hactpoiika Open VPN

IIpakTuueckoe 3anarue Ne26. [Ipumenenue nportokona [Psec u SSH.

[TpakTueckoe 3ansTue Ne27. Hactpoiika perucrpaiuu 1eHCTBUI

[TpakTueckoe 3ansaTue Ne 28. YceranoBka u HacTpoiika OpenLDAP

[Tpaktuyeckoe 3ansatue Ne 29. YcraHoBka u HacTpoiika [Ptables

[TpakTueckoe 3austue Ne 30. YcranoBka u 06a3oBas HacTpoiika Kali Linux

[Tpaktuyeckoe 3ansatue Ne 31. Anmunuctpuposanue Kali Linux

[TpakTrueckoe 3anstue Ne32. YeranoBka u HacTporika yTuiuT B Kali Linux

Tema 3.4. OcHOBEBI
kubepOe3onacHocTr

Conep:kanue TeMbl

3.4.1. OcHoBHble npobaembl obecriedeHus: kubepoezonacHoctu. Knaccuduxamnus yrpos nunpopmannoHHoMi
0€e30MacHOCTH

3.4.2. 3ammra nHGOPMAITUN OT KOMITBIOTEPHBIX BUPYCOB

3.4.3 TloBbllIeHKE 3aIUIIEHHOCTH BEO-CEPBEPOB

3.4.4. PexoMeHJAIMH 110 MOBBIIIEHUIO 3aITUIIIEHHOCTH BEO-TIPUITOKEHUH

IIpakTHyeckne 3aHATUA

[TpaxTrueckoe 3ansTue Ne 33. [Touck ysa3BumMocteld HHGOPMALIMOHHBIX CUCTEM

[Tpaktuyeckoe 3anarue Ne 34. IIlpumeHeHne aHTUBUPYCHOM 3allIUThHI

[Tpaktuueckoe 3anstue Ne 35. Hactpoiika 6e3omacHoCcTH BeO-Opay3epoB

[TpakTuyeckoe 3anarue Ne 36. Ouenka puckoB HH(GOPMAIIMOHHOMN 0€30MaCHOCTH € HCII0JIb30BaHUEM
KJaccu(uKalnuu Be6-yrpos

10

Tema 3.5. Ilouck
YA3BUMOCTEHN

Conep:xxaHnue TeMbl

3.5.1. Ya3Bumoctu cetu. OOHapyXeHue ySI3BUMOCTEH CaliTOB. Y A3BUMOCTH BeO-npuiioxkeHuil. OOHapyskeHue
ySI3BUMOCTEN BEO-IIPUIIOKEHUH.

3.5.2. SQL-unwvexuuu. XSS-ysa3Bumoctu. Ysazsumoctu CSRF. IDOR. Araka tuna clickjacking. Ilognenka
MEKCANTOBOTO 3ampoca.

3.5.3. IIpoGnemsl ayTeHTH(UKALIMU U TIPOBEPKH ceccuil. [IpoOiaembl KOHTpOIIS JOCTyMa.

3.5.4. Meronbl ckanupoBaHus cetu. O030p MOIMYISAPHBIX CKAHEPOB YSI3BUMOCTEH

[MpakTuyeckue 3aHsATHSA

[Ipaktuueckoe 3anarue Ne 37. CkaHHpOBaHHME CUCTEMBI C IToMolIbI0 [P-ckanepa

[Tpaktuueckoe 3ansTue Ne 38. CxkanupoBanue cuctemsl ¢ momombio CFI LanGuard

24
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IIpakTuueckoe 3anarue Ne 39. [Touck OTKpBITHIX TOPTOB

[IpakTnueckoe 3ansatue Ne 40. CkaHnupoBaHue cetu ¢ noMmouipio NetScan

[TpakTuueckoe 3ansatue Ne 41. «CkanupoBaHue cetu ¢ momoinbio Nessus Tool

[TpakTiaeckoe 3austue Ne 42. CkanupoBanue cetu ¢ nomotbio Colasoft Packet Builder

[Tpaktrueckoe 3ansTue Ne 43. CkaHHpOBaHUE YCTPOMCTBA B CETH C mMOMOIbI0 Dudey

[Tpaktuyeckoe 3anstue Ne 44. Otobpakenue cetu ¢ momoiuisio Friendly Pinger

[Ipaktuueckoe 3anstue Ne 45. Ananu3s ysi3BUMOCTEH cepBEpOB

[Tpaktudeckoe 3anarue Ne 46. Ilouck u ycrpaneHrne HEUCIPaBHOCTEH ceTH ¢ moMonisio MegaPing

Tema 3.6.
3amuTa
MH(POPMAIIMOHHOM

UH(PACTPYKTYPHI

Conep:kanue TeMbl

3.6.1. Merobl 3amMTHl HHPOPMALMOHHON HHPPACTPYKTYPHI. VICHIOIh30BaHNE MEKCETEBBIX SKPAHOB

3.6.2. be3onacHOCTh onepanoHHbIX cucTeM. OCHOBHBIE CIIOCOOBI 3alIUThl UH(POPMALIMOHHBIX CUCTEM.
[ToBbilieHKe ypoBHs 3amuieHHocty MU

HpaKTuquRue 3aHATUSA

[Ipaktuueckoe 3anstue Ne 47. HacTpolika MeXCETeBOro 3KpaHa

[TpakTaeckoe 3austue Ne 48. Hactpoiika mapamerpoB O6e3omacHocTrn Windows.

[TpakTueckoe 3anstre Ne 49. CocraBiieHne peKOMEHIALMH 110 MOBBIIECHUIO YPOBHS 3aIMILIEHHOCTH
UHGOPMALMOHHON HHPPACTPYKTYPbI

Tema 3.7. PaccienoBanue
HHIIUJIEHTOB

Conep:xxaHue TeMbl

3.7.1. IlonsATHE ¥ BUABI KOMIIBIOTEPHBIX NMPECTYIIIEHUH. OCHOBHBIE CTaJIMA KOMIIBIOTEPHOIO MPECTYIIIIEHUS.
WNnentuduxanus Hanagatomero. Motupauus Hapymureneil. AHaIN3 TEXHUYECKUX aCIIeKTOB HaIlaJCHHUS.

3.7.2. TunoBsie ACHCTBUS, BHIMOIHIEMbIE B paMKaxX Ipoliecca yrnpaBlieHus WHIuAeHTaMu. M nentudukamms
uHIAeHTa. Pearupoanne Ha unuuaeHT Mb. Boccranosnenue nmocne unnuaenta Ub. Ouenka ymepba ot
MIPOU3OIIEIIET0 HApyIIeHUsT WH(POPMAIIMOHHON O€30MacCHOCTH. Y CTpaHEHHWE HETaTUBHBIX TMOCIEACTBUN
WHITUICHTOB

IIpakTHyeckne 3aHATUA

[TpakTrueckoe 3ansTue Ne 54. BrIsiBieHHe MPeanochlIoOK U 00CTOSTENbCTB,
MIPUBEIIINX K BOSHUKHOBEHHUIO KOMITBIOTEPHOI'O MHIIA/ICHTA.

[Ipaktuueckoe 3ausatue Ne 55. OOHapykeHue coObITHS HHPOPMAITMOHHON Oe30macHOCTH. O1eHKa COOBITHS
UH(POPMALIMOHHOM 6€30MacHOCTH

Tema 3.8. ITouck
nH(popMauu 1Mo
OTKPBITHIM UCTOYHHKAM

Conep:xxaHue TeMbl

3.8.1. MeToapl commanbHOM MHKeHepuu. VccienoBanue Ha OCHOBE OTKPBITHIX UCTOYHUKOB. MIHCTPYMEHTHI
OSINT
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HpaKaneCRne 3aHATHUSA

[TpakTrueckoe 3ansTue Ne 56. MiccinenoBanue OTKphITOW HHPOPMAIIMK B IOMCKOBBIX CHCTEMaX
[Tpaktrueckoe 3anstre Ne 57. ITouck nHOpmMaIuy B COIMAIBHBIX CETIX 6
[TpakTraeckoe 3austue Ne 58. Tlouck nHPOpMAIH ¢ TOMOIIBIO YTHITHT
Y4yeOHasi NpaKkTUKA 108
216

IIpou3BoaACTBEHHAS MPAKTUKA
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3. YCJIOBUS PEAJIM3ALIUMU ITPOI'PAMMBIITPO®ECCUOHAJIBHOI'O MO YJIA

3.1. MarepuajibHO-TeXHHYECKOE o0ecreyeHne

Peanuzanus mporpammbl TpogecCHOHATIBHOTO MOIYJs TpedyeT nabopatopun «TexHHUECKUX
CPEACTB 3aILUThl UH()OPMAIMH, TIPOrPAMMHO-ANINAPATHBIX CPEJCTB 3AIUTHI HHPOPMALIUNY.
OO6opynoBanune y4eOHOro kKaduHeTa U padoYuX MeCT KaOuHeTa:

- pabouue CTOJIBI U CTYJbS MO KOJIUYECTBY 00yUaIOIINXCS;

- KOMITBIOTEPHI C JIMIICH3MOHHBIM IPOTPAMMHBIM OOECIICYCHHEM W MYJIbTHMEIHA MPOEKTOP,
JKpaH.

Oo0opynoBanue NOJIUroHA MoJApasaejieHue 3alUThLI HHGopManum:
- TI0CaJOYHBIE MECTA MO0 KOJIUYECTBY O0YUaIOIIUXCS;

- pabouee MECTO MpenoaaBaTelis;

- KOMIUIEKT y4eOHO-HAaIISAHBIX TOCOOUH, B T.4. HA AJIEKTPOHHBIX HOCUTEIISAX.
TexHnueckue cpeicTsa 00y4eHuUs:

-  KOMIIBIOTEPHI C JULICH3MOHHBIM POIrpaMMHBIM obOecrieueHuEeM Ha KaXJJ0M IMOoCaJ049YHOM MECTEC
06yqa}omnxc;1 Hn Ha pa60qu MCCTC IIPCIIOaBaTCIIA

3.2. HNudpopmaunonnoe odecrieyenne o0ydeHunst

Ilepeuenb pexoMeHaAyeMbIX YueOHBbIX u3AaHuii, W HTepHeT-pecypcoB, A0NMOJHUTEIbHOM
JIUTEPaTypbl
OcHoBHast TUTEpaTypa

1. [umios, O. B. CoBpeMeHHbIE TEXHOIOTUU U TEXHUUYECKUE CpeAcTBa HHPOpMATU3aLUU

: yuebnuk / O.B. lumoB. — Mocksa: UH®PA-M, 2021. — 462 c. + Jlomn. Marepuansl
[DnexkTponHsbIit pecypc]|. — (Bricmiee oopazoBanue: bakanaspuar). - ISBN 978-5-16- 011776-8. -
Teker: AIEKTPOHHBIN. — Pexnm JOCTYTIA: CETEBOM JOCTYII URL:
https://znanitum.com/catalog/product/1215864 (nara obpamenus: 24.02.2022).

JlononHuTENBHAS IUTEpATYpA

. Kazapun, O. B. OcnoBbl uH(}OpManmoHHOW ©0€30MacCHOCTH: HAIASKHOCTh M 0€30MacHOCTh
IpOrpaMMHOro obecnieueHus: yueOHoe mocoOue Juist cpeIHero npodecCHoHaIbHOTO 00pa30BaHUs
/ O. B. Kazapun, U. b. Hly6unckuii. — Mocksa: Wznarensctso KOpaiit, 2022, — 342 ¢. —
(ITpodeccuonanpuoe obpazoBanue). — ISBN 978-5-534- 10671-8. — Tekct: 31eKTpOHHBIH //
ObpaszoBarenbHas miardopma IOpaiir [caiit]. Pexxum poctyma: cereBoit goctynm URL:
https://urait.ru/bcode/495524 (nara obparienus: 24.02.2022).

. CyBopoBa, I'. M. Undopmannonnas Oe3omacHocTh: yueOHOe mocobue mans By3oB /. M.
CyBopoBa. — Mocksa: MUznarensctBo FOpaiit, 2022. — 253 ¢. — (Bsiciiee oOpa3oBanue). —
ISBN 978-5-534-13960-0. — TekcT: anexkTpoHHbI // OOpa3oBarenbHas  1iatdopma  HOpaiit
[calT].


https://urait.ru/bcode/495524
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3.3. KaagpoBoe o0ecnieueHne 00pa3oBaTeibHOIO Mpolecca

TpeboBanust K KBaTU(pHUKAIMK MEAATOTHUYECKUX KaJIpoB, OOECIIEUMBAIOIIUX OOYYEHHE MO

MCKIUCHUIINIMHAPHBIM  KypCaM:

oOpa3oBaHmHe.

BbICIIEC TICAArOrm4cCKoOC

WJIN BbICIIECEC TEXHHYECCKOC

Tpe6OBaHI/I${ K KBaJ'II/I(bI/IKaI_[I/II/I NNeAarorutdeCKux KaAapoB, OCYHICCTBIIAIOIINX PYKOBOACTBO
HpaKTHKOﬁZ BBICIIEC IIEAATOI'MYCCKOC NJIN BBICHICEC TEXHHUYCCKOC 06p330BaHI/IC.

4. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHHUAIIPO®ECCHOHAJIBHOI'O

MOJYJIS

Kon u HaumeHnoBanme

npogeccHoHAJbHBIX U

00IIMX KOMIIETeH U,
dopmMupyeMbIX B pamMKax

Kpurepum oueHkun

MeToabl OLIEHKH

MOAYJIs

OcylIecTBIATh YCTAHOBKY M | YCTAHOBKAa M HacTpoiika | Tekymui KOHTpousib B hopme:
HAaCTPOMKY OTIENBHBIX | OTACIBHBIX  IPOIPAMMHBIX, | YCTHBIX 3a4€TOB 10 TEMaM;
IIPOTPaMMHBIX, IIPOrpaMMHO-aNIapaTHBIX OLICHKH BBIITOJIHECHUS
IIPOrpaMMHO-AIIAPaTHBIX CPEICTB 3aLUTHI | MPAKTUYECKUX padoT;
CPEICTB 3anUThl | HHQOPMAIUH. OLICHKH BBIIIOJIHEHHUS
uHpopMaLuu. CaMOCTOSITEIIbHON pabOThI.

OKcnepTHas OIICHKa
pa3paboTaHHBIX MaTEPHATIOB
Habmronenus npu
BBIMIOJTHEHUH  TIPAKTHUYECKUX
pabor W HaOMOACHHE B
MPOILECCENPAKTUKH

Ox3amed 110 [1M.

ObecnieunBaTh 3aLIUTY
uHpopMalnuu B
aBTOMATH3MPOBAHHBIX
cucTeMax OT/eNbHBIMU
NpOTrpaMMHBIMH,
IIPOrpaMMHO-aNnapaTHBIMU
Cpe/CTBaMU.

3amuTa  uMHGOpMauuMu B
aBTOMATU3MPOBAaHHBIX
cucremMmax OTACJIbHBIMHU
IIPOrpPaMMHBIMH,

ImporpaMMHO-armnapaTHbIMA
CpeICTBaMHU.

Texkymuii KOHTpoIb B hopme:
YCTHBIX 3a4€TOB I10 TEMaM;
OILICHKH BBIIIOJTHECHUA
MPAaKTUYECKUX padoT;
OILICHKHU BBIITOJIHCHU S
CaMOCTOSITETIbHON pabOTHI.

DKcnepTHas OIIEHKa
pa3paboTaHHBIX MaTEPHATIOB
Habmroneuns npu
BBITIOTHEHUH  TPAKTHYECKUX
pabor u HaOmIOACHWE B
MPOLIECCENPAKTUKHU

Oxk3amed o [IM.
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Ocy1ecTBIATH
TECTUPOBAHUE byHKIMII
OT/ICBHBIX MPOrPAMMHBIX U
MIPOrpaMMHO-aIapaTHBIX
CpeAcTB 3aIHUTHI
nHpopMaIuu.
OcymecTBiaTh  00paboTKYy,
XpaHeHHe W mepeaavy
uHpOpMaIU
OTPaHUYEHHOT'O JOCTYyIIA.

TECTUPOBaHUE PYHKUIUI
OTAEJTBHBIX IPOTPAMMHBIX |
IPOrpaMMHO-aImapaTHBIX
CPEICTB  3aIIUTHI
uHpOpMaLUH.

00paboTka, XpaHEHUE U
nepeaaya uHGHOpMaIu
OTPaHUYEHHOTO JIOCTYIIA.

Texyuuii KOHTPOIb B popme:
YCTHBIX 3a4€TOB TI0 TEMaM;
OLICHKH BBIIIOJIHCHUA
NPaKTHYECKUX padoT;
OLICHKH BBIITOJIHCHU A
CaMOCTOSTEIILHOM paboTHI.

DKcnepTHas OILIEHKA
pa3paboTaHHBIX MaTEPHAIIOB
Habmronenus npu
BBIMIOJIHEHUH  TPAKTUYECKUX
pabor wu HabOmOACHHWE B
MPOIECCENPAKTUKH

Oxk3amed 1o [IM.

Texkymuii KOHTpoOIIb B (hopme:
YCTHBIX 3a4€TOB TI0 TEMaM;
OLICHKHU BBIITOJIHCHU A
NPaKTHYECKUX padoT;
OLICHKHU BBIITOJIHCHU A
CaMOCTOSTENILHON paboTHI.

DKcrnepTHas OICHKa
pa3pabOTaHHBIX MaTEPHUATIOB
Hab6nronenus mpu
BBITIOJTHEHUH MPAKTUICCKUX
paboT u HaOOICHUE B
MIPOIIECCE MPAKTUKH

Ox3ameH o [IM.

YHU4TOKATh HHPOPMAIIIO
W HOCUTENTU WH(MOpMAIUU C
HCITOJIb30BaHUEM
MPOTPaMMHBIX 51
MIPOrpaMMHO-aNMNapaTHBIX
CPEICTB.

YHuutoxeHne nHQopMaIuu 1
HOocuTene wuHbopMamuu ¢
HCIIOb30BAHUEM
MPOTPAMMHBIX M TIPOTPAMMHO-
anmnapaTHbIX CPEJICTB.

Texyuuii KOHTPoOJIb B popme:
YCTHBIX 3a4€TOB 110 TEMaM,;
OLICHKH BBIIIOJIHEHUS
MPaKTUYECKUX padoT;
OLIEHKH BBITIOJTHEHMS
CaMOCTOSITENILHON pabOTHI.

DKcnepTHas OLIEHKa
pa3paboTaHHBIX MaTEpHAIOB
Habmonenus npu
BBIMOJIHEHUN  TPAKTUYECKUX
pabor u HaOmIOACHWE B
MPOIECCENPAKTUKH

Oxk3amed o [IM.

Ocy1ecTBiATH pEruCTpaLtio OCHOBHBIX Texkymuii KOHTpOIJIb B hopme:
perucTpanuo OCHOBHBIX | COOBITHI B YCTHBIX 3a4€TOB I10 TEMAM,;
COOBITHI B | aBTOMaTU3UPOBAHHBIX OLIEHKH BBITIOJIHEHUS
aBTOMATU3MPOBAaHHBIX (uH(pOPMAITMOHHBIX) MPAaKTUYECKHUX padoT;
(MHMOPMAITHOHHBIX ) CcHUCTEeMax, B TOM YHCIIE C OIIEHKH BBIMOJIHEHUS
CUCTEMAax, B TOM YHCJIE C | UCIIOJIb30BAaHUEM CaMOCTOSITETTLHON pabOTHI.
HCIIOJIb30BAHUEM MIPOrPaMMHBIX UITPOIPaMMHO-

IIPOrPaMMHBIX U | anmnapaTHBIX CPEICTB DKkcnepTHas OLIEHKa
MIPOrpaMMHO-aNMNapaTHBIX oOHapyKeHus, pa3paboTaHHBIX MaTEpPHAIIOB
CPEICTB oOHapyXeHusl, | IpeayNnpeKIeHUs U Habntonenus pu
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npeaynpexaecHus u
JIMKBUAAIIMA  ITOCHEICTBHI
KOMITBIOTEPHBIX aTaK.

JIMKBUJIALUHA IIOCIIEACTBUI
KOMITBFOTEPHBIX aTaK

BBIITIOJIHCHUU HpaKTI/I‘-IeCKI/IX
pabor W HaOMIOACHUE B
MIPOLIECCENTPAKTUKHU

Ox3amed 1o IIM.

AJMUHUCTPUPOBAHKE
KOMITOHEHTOB

UH(PACTPYKTYphI

nT-

AJIMUHUCTPUPOBAHKE
koMmmoHeHuToB UT-

UH(PACTPYKTYpBI

Tekyuuii KOHTpOJIb B hopme:
YCTHBIX 3a4€TOB I10 TeMaM;
OLICHKH BBIIIOJIHEHUS
MPaKTUYECKUX padoT;
OLIEHKU BBIMOJIHEHHUS
CaMOCTOSITENIbHOM pabOTHI.

DKcrepTHas OleHKa
pa3paboTaHHBIX MAaTEPHATIOB
Ha6nronenus npu
BBITIOJTHEHUH MMPAKTUICCKUX
paboT u HaOOACHUE B
MPOIIECCE MPAKTUKH

Ox3amed o [IM.

Obecnieuenne  Mep
nH(pOpPMAITMOHHOM
0e30macHOCTH ceTeBoOu
UHPPACTPYKTYpBl U €e
KOMIIOHECHTOB

10

Mepbl 10 HH()OPMAITMOHHON
0e3omacHOCTH ceTeBoi
UHPPACTPYKTYPHI u ee
KOMITOHEHTOB

Texkymuii KOHTpoOIIb B (hopme:
YCTHBIX 3a4€TOB TI0 TEMaM;
OLICHKH BBbIIIOJIHCHUA
NPaKTHYECKUX padoT;
OLICHKHU BBIITOJIHCHU A
CaMOCTOSTEIILHOI paboOTHI.

DKcnepTHas OIICHKA
pa3paboTaHHBIX MaTEPHATIOB
Habmonenus npu
BBITIOTHEHUH  TIPAKTHUYECKUX
pabor W HaOMIOACHHE B
MPOILECCENPAKTUKH

Ox3amed 110 [1M.

[IpoBenenue aHaJim3a
KOMITOHEHTOB UT-
UH(PACTPYKTYPHI Ha

HaJn4ue ysa3BUMOCTEN

aHanmu3 komioHentoB MT-
MHPPACTPYKTYpHl HA HATHYUE
yYSA3BUMOCTEHN

Texyuuii KOHTPoOJIb B popme:
YCTHBIX 3a4€TOB 110 TEMaM,;
OLICHKH BBIIIOJIHEHUS
MPaKTUYECKUX padoT;
OLIEHKH BBITIOJTHEHMS
CaMOCTOSITENTbHOM pabOTHI.

DKcrnepTHas OLICHKA
pa3pabOTaHHBIX MAaTEPHAIIOB
HaGmonenus npu
BBITIOJTHCHUH  TIPAKTHYECKUX
pabor u HabmoJeHHWE B
MPOIECCENPAKTUKH

Ox3amed 1o [IM.

IIpoBeieHne MOHUTOPUHTA U
aHam3a WHIHICHTOB
MH(pOPMALMOHHOM
0e30macHOCTH

MOHUTOPHUHT u aHam3
WHIMICHTOB
nH(pOPMAIIMOHHOM
0e30macHOCTH

Texyuuii KOHTPOIb B popme:
YCTHBIX 3a4€TOB 110 TEMaM;
OLIEHKH BBIIIOJIHEHUS
MPaKTUYECKUX padoT;
OLICHKH BBITIOJHEHMSI
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CaMOCTOSITETILHON pabOTHI.

DKcnepTHasi OLIEHKa
pa3paboTaHHBIX MaTEPHAIIOB
Habnronenus npu
BBITTOJIHEHUH MTPAKTHYECKIX
paboT u HaOIIOICHNE B
nporiecce MPaKkTUKU

Ox3amed 1o [IM.

Bribupats ciocoOst
pelieHus 3a1a4d
npodeccnoHaTBEHOM
JeATSILHOCTH,
MMPUMCHUTCIIBHO K
Pa3IUYHBIM KOHTEKCTaM

BBIOOp M IPUMEHEHHE
3(PEKTUBHBIX METOJIOB U
Croco00B pemieHust
npodeCCHOHATTLHBIX 33/1a4 B
npodeccnoHaTbHOM00IACTH;
COOCTBEHHAs OICHKA

3¢ (HEeKTHBHOCTH M Ka4eCTBa
BBINOJIHCHUS 3aJIaHH.

IIpoBepka kauecTBa
BBITIOJIHEHUS IIPAKTHYECKUX
paboT,mpoBepKa OTYCTHON
JOKYMEHTALMH 110 IIPAKTUKE

Ocy1iecTBIATh MOUCK,
aHaJIN3 U MHTEPIPETAIIIO
nHpOpMaIHY, HEOOXOTUMOM
IS BBITIOJTHEHHS 337124

3¢ (HEeKTHBHBINA TTOUCK
HE0OX0UMOM HH(POPMAIIHH;
WCIIOJIb30BAHUE PA3INIHBIX
HMCTOYHHUKOB, BKIIIOYas

AHanu3 pe3yJbTaToB
IPAaKTUYECKUX paboT

npodeccnoHaTbEHOM ANEKTPOHHBIC

JeSITeIbHOCTH

[LimanupoBate u DddexTuBHOE MIIaHUPOBAHUE | AHAIU3 PE3yJbTATOB
peajin30BbIBaTh npoeccnoHanbHOTO U MPAKTUYECKUX PadoT
COOCTBEHHOE JUYHOTO Pa3BUTHS

npogecCHOHATEHOE U
JMYHOCTHOE Pa3BHUTHE

PaboTarth B KOJIEKTUBE U
KoMaH/ie, 3 (HEeKTUBHO
B3aHMOJICHCTBOBATh C
KOJIJIETaMH, PYKOBOJICTBOM,
KJIIMEHTAMH

B3aHMOJICHCTBHE C
oOyJaromumucs,
MpEenoaBaTeNIsIMU B X0/1€
o0OydeHus paboTa B rpymnmnax,
BBITIOJTHEHUE TPYTIITOBBIX
3aJaHuM

WNHTepnperanus pe3yibTaToB
HaOmoIeHuH 3a
JeSITEIbHOCTBIO
o0yyaroIerocs B npoiecce
OCBOEHHS 00pa30BaTeIbHOMN
MIPOrPaMMBbI

OcCy1ecTBIATh YCTHYIO U
MUCbMEHHYIO
KOMMYHUKAITUIO Ha
rOCYJJapCTBEHHOMS3BIKE C
Y4€TOM OCOOEHHOCTEH
COLIMAJIBHOTO U
KYJBTYpPHOTO KOHTEKCTa

B3aUMO/JICVCTBHE C
oOyJaronumucs,
npenoaaBaTejIsIMU B X04€
o0Oy4deHus

AHanu3 pe3yJIbTaToB
MPAaKTUYECKUX paboT

[TposBrATH TpaxmaaHCKo-
MATPHOTHIECKYIO ITO3HIIHIO,
JIEMOHCTPHPOBATh
OCO3HAHHOE OBEJCHHUE Ha
OCHOBE TPaIUIIMOHHBIX
00I1IeYeI0BEYECKUX
[IEHHOCTEU, TPUMEHSTh
CTaHIapThI
AHTHUKOPPYIIIUOHHOTO
MOBEICHUS

B3aHMOJICHCTBUE C
oOydJaronmmucs,
MpEenoaBaTeNsIMU B X0/1€
oOydeHus

WuTepnperanus pe3yiabTaToB
HaOIIOEHUH 3a
JeSTeTbHOCTbIO
00ydJaromierocs B mporecce
OCBOEHHUS 00pa30BaTEbHON
IPOTPaMMBI

ConeiicTBOBaThH
COXPAaHEHUIO OKPY>KaroLIeh
cpelpbl,

paboTa B rpymmnax,
BBINOJIHEHUE TPYIIOBBIX
3aJIaHUN

WuTepnperarnus pe3yabTaToB
HaOJIrOe Uil 3a
ACATCIIBHOCTBIO
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pecypcocOepexeHuIo,
3¢ PeKTUBHO NEUCTBOBATH
B UPE3BbIYANHBIX CUTYALUAX

o0ydJaroIerocs: B mporecce
OCBOCHHS 00pa3oBaTebHON
[IPOrPaMMBI

Hcnonb3oBarh cpeacraa
(bu3nyecKoil KyJabTypsl s
COXpaHEHUs WU YKpEIUICHUS
3JI0pOBbS B IIpolLiecce

CobmroieHue pexuma Tpyia u
OTIBIXA, 37I0POBBE
cOeperarommx TEXHOJIOTHI B
nporecce penieHus

NHuTtepnperanus pe3ysbTaToB
HaOJIIONeHnil 3a
NEeATEIbHOCTBIO
o0yyaroIerocs B rporuecce

npodeccnoHaTbLHOM npodeccnoHaNbHBIX 33724 OCBOEHUS 00pa30BaATEIHLHOM
JEATeILHOCTH POTPaMMBI -
NoJAeP KaHUS
HEOOXOMMOTO YPOBHS
¢buzngeckoi
HOJrOTOBJICHHOCTH
Hcnons3oBars Amnanus uHHOBanMi B chepe | AHamU3 pe3yabTaToB
UH(OPMAIMOHHBIE 3amuTHl HHQOpMAaLUH; NPaKTHYECKUX padoT
TEXHOJIOTUH B pabota ¢ pa3NUYHBIMU
npodeccHoHaIbHOM NPUKIaJHBIMUA TIPOrPaMMaMu
JeSTEeIbHOCTH
[Tonb30BaThCs paboTa ¢ pa3IuYHBIMU Wurtepriperanus pe3yabTaToB
npodeccHOHaTBLHON MCTOYHUKAMHU MH(POpMaITUu Ha0JII0IeHU I 3a
JIOKyMEHTaIuen Ha IESATeILHOCTBIO
rOCyJJapCTBEHHOM u oOyyaromerocsi B Ipolecce
MHOCTPAHHOM SI3bIKaX OCBOEHHsI  00pa3oBaTebHON
IPOTPaMMBbI
Ananuz pe3yJIbTaTOB

MPAKTUYECKHUX PadoT

Hcnons30BaTe 3HaHHA IO
(UHAHCOBOW TPaMOTHOCTH,
IUTaHUPOBATh
PEINPUHIMATENbCKYIO
JesITeIbHOCTD B
npodeccuoHanpHO chepe

Hcnons3oBanue IpUEMOB
MPEIINPUHUMATEICKON
NEATEIBHOCTH B IIPOLECCE
perieHus: mpodeccuoHaTbHBIX
3a1a4

AHanm3 pe3yabTaToB
IIPaKTUYECKHUX paboT

5. UHBIE CBEAEHUSA 1 MATEPUAJIBI

5.1 Ilepedennb 00pa3oBaTEJbHBIX TEXHOJIOTHH, HCIIOJb3yEMBbIX IIPH OCYIIECTBJICHUH
00pa3oBaTe/IbHOIO MpoLecca Mo JHCUHUILIMHE.

Jlexuyn

[TpakTryeckue 3aHsATHS
TecTtupoBanue

KoHnTponbHbIE cpe3bl
HuddepennurpoBaHHble 3aJaHUs

5.2 OcobenHocTH peanu3anuv JUCHMILIHHBI
OrpaHMYEeHHBIMHU BO3MOKHOCTSMH 310POBbSI.

I HHBAJINI0B H JIMI C

Hcxonsd, n3 ncuxopu3nvyeckoro pa3BUTUS U COCTOSIHUA 3/10pOBbs MHBaIUA0B U jui OB3
3aHATHS OPraHU3YIOTCA KaK COBMECTHO C JIPYTMMH OOydYarolIMMHCA B OOIIMX Tpynnax, Tak U
UHIMBUYAIbHO (JIUOO B MOATPYIIIE) C MPETo1aBaTEeNIEM.

Pexxum wuyepenoBaHusi ydeOHOro TpyAa M OTIbIXa HAa 3aHATUM YCTAHABIIMBAETCS
IPEernoJIaBaTesieM C yUYeTOM IMOBBIIIEHHOW YTOMIISIEMOCTH KOHTUHTEHTa o0yyaromuxcs. Bo3mMoxHo
COKPAILEHUE UTUTEIbHOCTH 3aHATHH.

B mporecce opranuzaniy caMOCTOATENbHOM pabOThI MO AUCHUILIMHE WHBAINIOB U JIULL C
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OB3 mpuMeHSIOTCS CHEUATU3UPOBAHHBIC TEXHUYECKHE CPEACTBA MpHUeMa-Mepenadn ydeOHou
uHpOpMAIMM B JOCTYHNHBIX (GopMmax Uisi OOy4aroIIUXCS C Pa3IMYHBIMH HapyIICHHUSMHU,
obecreunBaeTCs BBITYCK albTEPHATUBHBIX (DOPMATOB MEYATHBIX MATEPHAIOB (KPYIHBIX MIpUPT),
AJNIEKTPOHHBIX 00pa30BaTEIbHBIX PECYypcoB B (opmax, aaanTUPOBAHHBIX K OTPAHUYCHUSAM
3I0POBbsS O0YYAOIIUXCS, HATTMYUE HEOOXOJMMOT0 MAaTEPUATbHO-TEXHIHYECKOTO OCHAITICHHSI.

[TonGop u pa3paboTka y4eOHBIX MAaTEPHAIOB MPENOJABATEISIMA TPOU3BOJUTCS C YUETOM
TOTO, YTOOBI OOydYaromMecs C HApYIICHUSIMH CIyXa MOoIydaad HH()OpPMAIMIO BHU3YaldbHO, C
HApyIICHWSIMA 3PCHUS — ayJHajbHO (HampuMep, C WCIOJIb30BaHHWEM TUKTO(OHA, MporpamMm —
CHUHTE3aTOPOB PEUn).

Bo Bpemsi mpoBeneHHsI 3aHATUH B TpyNIax, rae OOy4YarOTCS WHBAIUABI M JETH C
OTPAaHWYCHHBIMH BO3MOXKHOCTSIMH  3[IOPOBBSI, BO3MOXXHO TPUMEHEHHE 3BYKOYCHIMBAIOIICH
anmaparypbl, MyJIbTUMEIUWHBIX U APYTUX CPEICTB ISl MOBBIIICHUS YPOBHS BOCIIPHATUS YICOHON
uH(pOpMaIIUK 00yYaIOIUMUCS C Pa3IMYHBIMEI HAPYIICHUSIMHU.

dopma mpoBeneHHS TEKYIIeH W WTOTOBOM aTTEeCTAllMH ISl OOYYalONIMXCS-HHBAJINIOB
MOJKET OBITh YCTAHOBJICHA C YYETOM WHIMBUAYATBHBIX IMCUXO(PH3NIECKIX OCOOCHHOCTEH (YCTHO,
NUCHbMEHHO Ha Oymare, NMHUChMEHHO Ha KOMIbIOTEpe, B (opMe TecTUpOBaHUS W T.II.), TPHU
HEO00XO0IUMOCTH 00yYaromEeMyCsi HHBAIHIY MOXET ObITh MPEIOCTABICHO JIOTIOTHUTEIHLHOE BPEMs
JUTSL IOJITOTOBKK OTBETA HA 3a4eTe MM SK3aMCHE.
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